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ABSTRACT
For an Internet of Things (IoT) device to connect to a network, it must first be onboarded by the network. However, in some use-cases, such as those involving IoT devices
that are on-board through low-earth orbit (LEO) satellites, it can be difficult to on-board
IoT devices due to various potential communication limitations. Presented herein are
automated techniques through which a new IoT device can be assisted in its on-boarding
process through a nearby neighbor device that has already been on-boarded. In one instance,
techniques presented herein may provide for the automated on-boarding of IoT sensors for
communication with a satellite network.
DETAILED DESCRIPTION
IoT devices are generally manufactured in bulk and are personalized with unique
identifiers, such as an Extended Unique Identifier (e.g., a DevEUI, a JoinEUI, etc.),
security key(s), an address (e.g., DevAddr), etc. In general, for a device to connect with
the network, it must be provisioned, meaning it must be accepted by the network through
which relevant device information is shared with the network before the device is activated.
A common approach for automating the on-boarding process today is to use Quick
Response (QR) code scanning of a device in which once a QR code on a device is scanned,
the device becomes recognizable to the network and a connection can be made once the
device is powered on.
However, in the case of IoT sensors that communicate with low-earth orbit (LEO)
satellites, such devices cannot be easily on-boarded when such satellites are not present.
During satellite fly-over periods, such devices may only have a short period of time to go
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through on-boarding (while the satellite is in a “Sky Interesting Area” (SIA)). Also, during
the period where such a device is not yet connected, it may be generating data that will be
lost because it is not yet on-boarded.
Furthermore, such devices typically do have any information related to the orbital
pattern of the satellite(s) constellation, the recommended transmission window, the
frequency and modulation scheme accepted, and/or other pieces of information needed for
establishing a connection. Moreover, the communication protocol may have a resourceallocation-based communication scheme leading to better overall performances (e.g., better
management of collisions) than when using unallocated resources; hence, leveraging
already on-boarded terminals could not only lead to a faster on-boarding but could even
benefit the overall resource utilization.
Presented herein are automated techniques through which a new IoT device can be
assisted in its on-boarding process through a nearby neighbor device that has already been
on-boarded. Figure 1, below, illustrates example operations associated with the onboarding techniques presented herein.

Figure 1: Example Operational Flow
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For the example operations illustrated in Figure 1, consider that a ground terminal
IoT device is to be deployed that is to communicates with an LEO satellite constellation.
Before deployment, consider in a first step that the device is bulk registered to a back-end
system (by scanning serial numbers, QR codes, etc.). Thus, the network can be made aware
of the device’s existence so that it may connect following successful on-boarding.
Considering that multiple sensors will likely come on-line in a cluster, in
accordance with techniques herein, the satellite can elect one of the existing sensors to be
an interim on-boarding assistant while the satellite is not in view. The elected sensor may
be the cluster head (CH) or another sensor in the local neighborhood, which will allow
newly installed sensors to be instantly useful while note having to wait for the formal onboarding process that can only be performed when the satellite is in view (which could take
several hours).
Thus, the satellite provides the newly elected Interim On-Boarding Assistant with
information it may need to help on-board new sensors as they appear. This includes an
updated list of known devices that have been registered, but which have not yet been seen.
Next, as shown in the second step, consider that a new IoT device is deployed and
powered on. At this time, the satellite is unaware of the device’s location or if it has been
deployed, but the satellite does have knowledge that the device exists, as does the Interim
On-Boarding Assistant. When the new device is powered on, it will have limited
configuration and will know nothing of the satellite constellation. At boot up, the device
can send out a broadcast message asking for help from nearby neighbors to establish its
connection.
In a third step, if an Interim On-Boarding Assistant is available in the area, the
Interim Assistant can respond with a message indicating its willingness to help on-board
the new device. The Interim Assistant can ask the new device to send its identity and
credentials over a secure channel, which the new device can communicate to the Interim
Assistant. Thereafter, the Interim Assistant can compare the identity and credentials
obtained from the new device with the list of known/registered but not-yet-on-boarded
devices received from the satellite. The new device can either be validated or is rejected
based on this information.
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In a fourth step, the Interim Assistant can reply to the new device and inform the
device that it is either accepted or rejected. If accepted, the new device is provided the
information it needs to communicate with the satellite constellation, including the current
Transmission Windows schedule (TxWs), beam information, identity of the Cluster Head,
and encryption credentials necessary to communicate with the satellite.
The Assistant then tells the device to start collecting data from timestamp ‘X’, the
time at which data sent from this device will be accepted by the satellite when it next
appears. Alternatively, if the new device begins to send data to the Cluster Head, it will
begin aggregating the data until the next satellite appearance.
When the satellite next appears, as illustrated in a fifth step, the satellite
communicates with the Interim Assistant and learns that a new device has been temporarily
on-boarded. The satellite ensures that the new device has not been revoked and may still
become part of this network. The satellite then communicates back to the Interim Assistant
that the new device is accepted to the network and can be fully on-boarded.
After finishing the final validation process, as illustrated in a sixth step, the satellite
communicates directly with the device to inform the device that it has been on-boarded
(and any other final steps that may need to be performed, such as replacing any certificates,
etc.). The satellite can also tell the device it is trusted from Timestamp X, and that it may
send data from then onward. At this time, the device can immediately begin to send any
queued data to the satellite from timestamp X.
Alternatively, the satellite can tell the Cluster Head that the new device is accepted,
and the satellite can accept data from this device, relayed through the Cluster Head. If the
new device is not accepted, the satellite will remove any data originating from the new
device that comes through the Cluster Head, will inform the Cluster Head not to accept
data from this device moving forward, and will instruct the Cluster Head to remove the
new device from the cluster.
In another instance to address use-cases in which utility power may not be available
for an Interim Assistant/Cluster Head, the Interim Assistant/Cluster Head may operate
batteries in which power consumption needs to be minimized. In this instance, the Interim
Assistant/Cluster Head would consume power even when idle or only listening for
incoming data, and therefore may need to be put into deep sleep mode for significant
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fraction of time. Consequently, for such use-cases, the sensors and the Interim
Assistant/Cluster Head may need to agree on a limited time window for communication,
and to have a common clock that is roughly synchronized.
For example, when a sensor device is being on-boarded to the system, the sensor
may not have the correct clock set, and it also might not know the communication window
for the Interim Assistant. In accordance with techniques herein, an on-boarding mode can
be provided that can be triggered (e.g., manually and/or remotely initiated) on the Interim
Assistant and sensor to inform the Interim Assistant and sensor to stay on for an extended
period of time in order to allow the sensor an opportunity to connect and exchange
information with the Interim Assistant. Through this exchange, the sensor can send an onboarding request to the Interim Assistant, and the Interim Assistant can respond with onboarding information such as communication window information, clock synchronization
information, and any other additional information.
After the sensor is on-boarded, the sensor will likely be in deep sleep most of the
time to conserve battery power. As a result, the clock on the sensor may drift and
accumulate significant error to the point of affecting communication with the Interim
Assistant (up to 30 seconds drift after one hour of deep sleep has been observed). To
address such issues, the sensor may be required to check in with the Interim Assistant
periodically such that the Interim Assistant can respond with both an acknowledgement
and clock synchronization information. In addition, the sensor can also provide clock
synchronization information that has been received from Interim Assistant responses to
other sensors.
Techniques herein can be distinguished from other potential solutions, such as those
involving transfer of ownership. For example, techniques herein provide for the delegation
of on-boarding responsibilities to the Interim Assistant during a probationary period (while
the satellite is not in view). Once the satellite becomes visible, the Interim Assistant updates
the satellite regarding changes (i.e., new IoT sensors added while the satellite was away),
but lets the satellite have final say if device(s) can actually be on-boarded (e.g., have a
device’s credentials been revoked, is it no longer part of a trusted domain, etc.). Thus, the
Interim Assistant is only performing certain tasks on behalf of the satellite during this
period and must ultimately return authority back to it when it appears again. One advantage
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of such an approach is that it allows mass deployed IoT devices to be enabled and begin
reporting data almost instantly, which would not be possible otherwise.
Additionally, techniques herein can be distinguished from potential proxy solutions.
The Interim Assistant is more than a trivial proxy. While the intent is to on-board minimally
configured IoT sensors while a satellite is not in view, techniques herein involving the
Interim Assistant provide much more sophistication than a simple proxy. For example,
Interim Assistant is to perform a series of functions on behalf of the satellite while it is not
in range in which these instructions are controlled and given to the interim assistant by the
satellite. The entire methodology in which the Interim Assistant executes such instructions,
from informing the IoT sensor or Cluster Head to cache data from an approved timestamp
(e.g., a probation period) until the device can be fully on-boarded, to the final validation
and on-boarding mechanism involves much more functionality being performed by the
Interim Assistant than would typically be provided by a trivial proxy.
Accordingly, techniques herein may provide various features including providing
for the assignment of a deployed IoT device as an Interim Assistant, which can be selected
by a satellite according to its capabilities. Following selection, the Interim Assistant can
validate minimum acceptable credentials for on-boarding a new IoT device when the
satellite is not in view. Further, techniques herein provide that a new IoT device can send
out a discovery message to nearby neighbors in order to locate an Interim Assistant that
can aid on-boarding the device for a probationary period until a satellite reappears, as well
as discover the satellite's (or Cluster Head's) configuration information (e.g., under an
assumption that IoT devices are deployed with minimal configuration). Still further,
techniques herein provide a mechanism though which a new IoT sensor can find and send
data to a Cluster Head and the Cluster Head can temporarily trust data sent from a new IoT
device until its probation has ended.
Additionally, various communication mechanisms are provided herein, such as a
communication mechanism that can be provided between newly deployed IoT devices (e.g.,
sensors) and an Interim Assistant, including instructions that can be used to inform new
IoT devices how to communicate with a Cluster Head or directly with a satellite (e.g.,
channel, availability of the constellation, bandwidth, etc.). Further, a communication
mechanism is provided herein to facilitate communications between an Interim Assistant
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and a LEO satellite in order to perform a final validation and onboarding of a new IoT
device, as well as communicate to the device or Cluster Head that it's data from the moment
of acceptance by the Interim Assistant may be transmitted to the satellite.
In summary, automated techniques through which a new IoT device can be assisted
in its on-boarding process through a nearby neighbor device that has already been onboarded are presented herein, which may provide for the automated on-boarding of IoT
sensors for communication with a satellite network.
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